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: Introduction to Digital Signature
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. Introduction to Digital Signature
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The Indian Information Technology Act 2000 (http://www.mit.gov.in/content/information-technology-act) came
into effect from October 17, 2000. One of the primary objectives of the Information Technology Act of 2000 was
to promote the use of Digital Signatures for authentication in e-commerce & e-Governance. Towards facilitating
this, the office of Controller of Certifying Authorities (CCA) was set up in 2000. The CCA licenses Certifying
Authorities (CAs) to issue Digital Signature Certificates (DSC) under the IT Act 2000. The standards and
practices to be followed were defined in the Rules and Regulations under the Act and the Guidelines that are
issued by CCA from time to time. The Root Certifying Authority of India (RCAI) was set up by the CCA to serve
as the root of trust in the hierarchical Public Key Infrastructure (PKI) model that has been set up in the country.
The RCAI with its self-signed Root Certificate issues Public Key Certificates to the licensed CAs and these
licensed CAs in turn issue DSCs to end users.

Section 5 of the Act gives legal recognition to digital signatures based on asymmetric cryptosystems. The digital
signatures are now accepted at par with the handwritten signatures and the electronic documents that have
been digitally signed are treated at par with the paper based documents.

An Amendment to IT Act in 2008 has introduced the term electronic signatures. The implication of this
Amendment is that it has helped to broaden the scope of the IT Act to include other techniques for signing
electronic records as and when technology becomes available.
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. Introduction to Digital Signature

PUBLIC KEY INFRASTRUCTURE IN INDIA

PKI is the acronym for Public Key Infrastructure. The technology is called Public Key cryptography because unlike
earlier forms of cryptography it works with a pair of keys one of which is made public and the other is kept secret. One
of the two keys may be used to encrypt information which can only be decrypted with the other key. The secret key is
usually called the private key. Since anyone may obtain the public key, users may initiate secure communications
without having to previously share a secret through some other medium with their correspondent. PKI is thus the
underlying system needed to issue keys and certificates and to publish the public information. PKI is a combination of
software, encryption technologies, and services that enable enterprises to protect the security of their communications
and business transactions over networks by attaching so-called “digital signatures” to them.

The Office of the Controller of Certifying Authorities (CCA), has been established under the Information
Technology (IT) Act 2000 for promoting trust in the electronic environment of India. The current PKI organization
structure in India consists of the Controller of Certifying Authority as the apex body and as the Root Certifying Authority
of India (RCAI)( as shown in the figure on PKI Heirarchy). The CCA is entrusted with the following responsibilities : -

e Licensing Certifying Authorities (CAs) under section 21 of the IT Act and exercising supervision over their
activities.

e Controller of Certifying Authorities as the “Root” Authority certifies the technologies and practices of all the
Certifying Authorities licensed to issue Digital Signature Certificates

e Certifying the public keys of the CAs, as Public Key Certificates (PKCs).

e Laying down the standards to be maintained by the CAs.

e Conflict resolution between the CAs

e Addressing the issues related to the licensing process including:
a) Approving the Certification Practice Statement (CPS);
b) Auditing the physical and technical infrastructure of the applicants through a panel of auditors maintained by the
CCA.

The RCAIl is responsible for issuing Public Key Certificates to Licensed Certifying Authorities (henceforth
referred to as Certifying Authorities or CA). The CAs in turn are responsible for issuing Digital Signature
Certificates to the end users. In order to facilitate greater flexibility to Certifying Authorities, the CCA has allowed the
creation of sub-CAs. As per this model, a Certifying Authority can create a sub-CA to meet its business branding
requirement. However the sub-CA will be part of the same legal entity as the CA.
The sub-CA model will be based on the following principles:

The CAs must not have more than one level of sub-CA

A sub-CA certificate issued by the CA is used for issuing end entity certificates

A CA with sub-CA must necessarily issue end entity certificates only through its sub-CA. The only exception will be
for code signing and time stamping certificates, which may directly be issued by the CA.

CCA
Sofecypt. IDRETCA  TCSCA. NIGCA. Mt ohfadlan  (n)Code
End User Sih-CA Sub—CA End User J

wm-J
———— — —————
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. Introduction to Digital Signature

2.BFcd RAAIT A AFAT H I FIAT
f3fSce e TR A gq AreaH

o 1 THE FIS sTH TAC HIS AT &7 3TIThT 8lcl §
e 2 USB eTOKEN & U 3139 & S 39A19T &Y G & |

We Provide ePass 2003 eToken and a name Label Chain to Identity it

Auto Plug & Play- No CD required for Driver Installation.

Supported OS: 32bit and 64bit Windows XP SP3, Server 2003, Vista, Server 2008, Seven, Eight,
32bit and 64bit Linux and MAC OS X

FIPS 140-2 Level 3 Certified and Cap for each USB Token is Included.

Memory Space: 64KB (EEPROM) - Can store around 7-10 DSC. and Connectivity: USB 2.0 full
speed, Connector type A

Laser Printed Serial Number on each token.

Make NOTES ----
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: Introduction to Digital Signature

AFA gAY sTerAaa RTed Iy avar AT a3y ey

o 3@y gomelr & ST

o S TS 319ar faweH # Tonfd foram a1m § &7 ST HF

o 31U SCTAIC TFHTART HETHUT T 1T Hd

o ¥ T W F AT JUHS AFA IHR TL FH B G §

o ST afesw!

o ITLIC THFETARY AfTH

o e T 3R 3feTeciler qrHTS dGelel
Selohel H 313X clehed A 1 § 372dT 39 gAY d9@se www.digitalsignature.net.in/forestit/ & T & 3SaX 33Tc1S
F oo ¢ |

ST TFeleh Selarel 3o ATS HTYSX > T AT 3T > FEA > Foleh IS 306N > SEee > AFeC> Tl

ST A THY FITeIM SI3HST oA JAUT Algshrade CSP gfAw

Welcome to the ePass2003 Setup

Setup will guide you through the installation of ePass2003.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Next to continue.

%

I
|
i

Completing the ePass2003 Setup

ePass2003 has been installed on your computer.

Click Finish to dose Setup.

<Back ][ sl ] [ cance

‘% ePass2003 Token Manager ‘

ME FT HE AT Ao STFeT
STT @ SATTen
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. Introduction to Digital Signature

i €Pass2003 Token Manager

Click the ICON to OPEN Token Manager

3 UFA A 3N R F FH Q@ Iyar gwad F @A - 9997 dgo F AU I I T W
Ferem & aer Wi Qa7 St F BwIee A £93%966¢ @A § B TG AT FoAl o

Certificate CN:
Organization Name(O):
Issuer{CN):

Expired Date:

SH:

Key Usage:

% Token list

Change User PIN  Change Token Name

ﬁf}

Analysis Tool

X

You can also view the details of the certificate by opening the Feitian PKI Manager as shown in the figure below:3maa &féfthere $r
STAPRT 87 3T hed T TFeleh A & f3¢eq & ST & <@ HHd ¢ |

- — - —
- e fete TN Meage W WL : —
o Tanen L
D = earn
) e
&l ! - s Ll R
Thm v e w Stemdnd br e Sy e p—
limeen bu e, S o w———
-
e
— —_ e b e e . —
"
. [ -
- .

Fig. 1.25: Certificate details from the Feitian PKI Manager ePass 2003

AU ST P UTHATS INY IRdl 95 9Phd & o IR Tod UTHars S UR IMYHhT BT YTHaTS ifd e
ST 2| SXH TH SM IR IFAT qrHare <t g W e A g 9 W 9ue |

BALAJEE COMPUSOFT P LTD BHOPAL —-emmv ToLL FRee 180030002448 Page 9



. Introduction to Digital Signature

DROP A EMAIL dsc@digitalsignature.net.in to raise Ticket with the Approval from APCCFIT to Block and revoke the etoken

How to check whether USB Token driver is successfully installed and working in your system? J& 3T ST X o

DI MY BT JUAAT SIH Hel HH IR & & |

a. Insert USB Token in any USB port.

b. Waitforawhile till computer recognizes and reads your USB Token. c.

Now open Internet Explorer Browser.

d. Goto Tools> Internet Options (or just press Alt + T+ Q)

e. Navigate to Content Tab > Certificates.

f. Ifyoucansee yourDigital Signature Certificate name here, then your USB Token is workingfine.

Otherwise install your USB Token driver first and then proceed with this point again.

General | Security | Privacy = Content | Connections | Programs | Advanced
Family Safety
Control the Internet content that can “‘;,‘Eamily Safety
a2 be viewed.

Certificates

Use certificates for encrypted connections and identification.

Clear SSL state

Publishers

Certificates

Intended purpose:

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior ¢ | *

<All>

Issued To Issued By Expiratio... Friendly Name
tAkash Garg Akash Garg 23/02/2014 <None>
e-Mudhra Sub CA for ... 05/02/2015 <None>
TCS sub-CA for TCS 2... 14/11/2015 <None>
SafeSarypt sub-CA fo... 05/03/2015 <None>

>

v

e RTeR & SWIRT & SRF H drell A= do-ilee IHRT BT BRI Tl

JATRFET Reed 1 M1 AT f9se F 89T el $I8dR -l STl 8IFT AT 99 JTSoiR Bl
Jfch T8 9 T 81 © | O FRUT FEY SEereT 81 & 91g o7 el gl doial & Safav

et I o

o Y & TATCH IR WeT § vFH @ of 3§ Ffdq Y% 3 & 3usc & | <hehed

48T dae7 9fdw 4 a1 & @ 17 FaQ ¢

o SITAT STCTST o181 & o 3W FTT
o SfaT H AfETH T Fgl Jqa > 39T Srar > {IRE Afww @
o FS X clhe] scllh I&dT § dl THIC IS S Y

e T >TATT.msc> FAE FIS aad > R¥ere Bred

3R FI3E H el JH AT § Al S3ER 1 AT ddell glal our Sirar # dedse o

SIS gl | GANY dedse # ART faedd

TleshRT 3T ST3aTclg Y Johd &

gy 9 a@fgd ey afésy aur 3" doeis

www.digitalsignature.net.in/forestit
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: Introduction to Digital Signature

If there is more than one JAVA installed, remove all JAVA versions from your system by uninstalling all of
them.Afteruninstalling all java, download and install latest javaversion of 32 bitonly. It doesnotmatterif your system
is 64 bit. At present latest JAVAis JRE 7 update 51. Then restart your system.After restart, open Javain control

panel. Double Click on Java (32-bit) icon. A dialog box will appear

o TR drel S H YRET BT AR Fad e DN

o 5T JSHATSTHI 3MU JoT BN Bl & IABI YIAHUIYE HSC H SI§ T Seved
TRIIIeR &1 Afed 8 B |

o RIRRE <9 & PHRCH oldd H TR AR THRUAR g7dal Y ol Ale RIRRT 8 3=
are o |

e TR Wlsc H 9 dJevse § e Ri==R ST &= 8 fhr S - oy

o & AR 3y ST aR Fahd 2|

{Eu = 4 B3 » Cont.. » All Control Panel It... v & java ®

,_é‘_i Java (32-bit)

@) Search Windows Help and Support for "java"

| General | Update | Java | Seaurity | Advanced

Security Level

&

- Medium

Least secure setting - All Java applications will be allowed to run after presenting a security prompt.

Applications launched from the sites listed below will be allowed to run after the appropriate
security prompts.

:

S Edit Site List.. ]

Restore Security Prompts | | Manage Certificates... | |

|

[ ok || cancel || apply |
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Now you have to restart you system again and hopefully your most of
the issue regarding non -working of any USB token is resolved now.

Email us with screenshots of your problem if it still persists or Contact
us with full details of your Digital Email ID is dsc@digitalsignature.net.in Raise
a Ticket atomically when you email here

A% sl
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-Governance is at the center of Digital Transformation for Governments and digital signatures can

enable Digital Transformation by making Government to Citizen services and vice versa completely
paperless.

The following are the lessons learnt and the road ahead suggested for implementation of digital
signatures in the e-Governance programmes:-

The digital signature implementation must be end to end available without any

dependecy on proprietary OS.

The verifications must happen on the local application servers, else the implementation model
may fail in the remote applications in the rural landscape.

The State Government needs to develop its own franchisee model for management of

digital signatures on a day to day basis, else it may impede decision making.

No physical signature should be promoted on print outs of any digitally signed certificates/
documents

Awareness campaign should be launched in national and local media (in local languages)
regarding what is digital signature and how it benefits the citizens.

GOVERSMENT OF AsSAM
CM RO OF T SLELIDINVISTON AL VY u
PESWANATH COIANIALL 0 SONIETIUR DESTHICTY

See . E———
- s e W
el e
Satrer el G v arme Pl

PMERMANIENT RESIDENT CUERTIFICATI

I, | TN 010

1 PO 0 OO LN

Fhin s 1o cernify that the porson with the following dcorails

S Permanome Mesideont of

NOTY

Fhax

SRONTTIPUM
Thoin vortalicate shall st De valad o sy othir prurpose othier thu e pa paose staied abrove

Nopenun e

11204207

Location: Assom

Name [DADLY B ATUN

Nasoig of Fatlige 1 ™ .

Nng of Mot e ISALUMA BIIATUN

Keyetvue Cayle RS ANATRL

XA fonn LOMIARL AN O IO AL

1 T FCLAKIALL

Phdine Samibom HISWANATI CHARIALL

BTLURE R IINTYTET) S IS WANA T CHARIALL

Purpose of lasuy LASIm s o (o ehor educntional st ons =

oW i Apparvavarag iy

NN A

Signature
1Rty = <

Proukan

Do : 201

Raason o L Poras

lid

ko r o aligrenally saypored crond shworefoare mvels o puT OO sprimarry
Aaidoc st sy din caf ihain swalor

Lovfarwnsmaticrs 7 va brosmmlerser AC T

cawt B wwrrfiesd Fromey Bvags  evlintovc d oansamonptony drn. T hais Chradvw ox begaen ity vendnd aen prew i
o I T Y S

Favompwernenys exf aboin cwedor will avtoreom o poconod amctivam

Figure: Screenshot of a Digitally Signed Residence
Certificate
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3.RfScd gEael & ABd HAT=aqd

1. Digital Signatures are being used for
o electronically signing the Certificates being
eDistrict —g e issued through eDistrict Centres / CSCs
etc The approving authority puts his Digital
Signatures at the time of approving the
certificate and the related information is
printed on the certificate also.
This not only ensures that the details of the
signing authority is displayed, even the
DSC of the signatory can be verified over
the Internet.
2 The Digital Signatures are being used
) ) by the Counselling In-charge for document
O—”U’%‘J verification, fee submission, registration
Srerermgs & for choice locking opted by the
. candidates which are finally locked by the
aEirg;ﬁeSIeorinng to Sealt/?edica?lf invigilators using DSC. Class Il DSC are
Polytechnic & B.Ed. courses. being used for these activities
In case of any modification in the
student record, the same can be carried
out only through digital signatures in order
A Anecnivn tha oA i voannvdand jn th
3 eProcurement The Digital Signatures are being used
e CERIA s an| poth by the vendors and government
online tender processing | officials for tender submission and
system for dthe states/central | ocagsing. The vendors/traders are using
S0 far. government officials are using it at time of
opening the tenders and during finalizing
of the tenders.
_ _ Clace Il cinnatiirac ara hainn 1icad hath far
4 VYoters List Adhar Preparation | The DSC will be used to counter verify the
field data along with the photo | digitised data of voters list and the photo
ID will be digitized and the same | ID. This can be used by other applications
will be digitally signed assuring | such as eDistrict for online verification of
the correctness of data. citizen details.
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4. DIGITAL SIGNING OF IMAGES GIF/JPEG FMFTVY FLSAXUSPJ DS }KJK BEST BR;KFN GLRKK{KFJR DJUK

This is registered to MP Forest and can be obtained from Forest Website by Contacting IT Department APCCFIT

qu&&rmﬁm%gmmapmﬁmsﬁaﬁﬂgmjzmmwm%
STEP INSTALL P7S SIGNER SOFTWARE —Click ICON to install p7s Signing SW and select | agree to install it

P7S SIGNER SOFTWARE WY TR &Y 3NUH B 3R fad PN

8 7S Signer

License Agreement

Image Signer Software is

Please take a moment to read the licensze agreement now. IF you accept the terms below, click "l
Agree”, then "Mext"". Othemwizse click "Cancel”,

Registered Software for MP

P7S Signer Enterprise License End-User License Agreement (EULA) =
Forest Department
Important! Read the following terms carefully before installing, copying
and/or using the product. Installing, copying or using the product indicates
your acceptance of these terms, as well the terms in the contract between ImageS Of]PEG and GIF
Client and Secure Soft.

This End-User License Agreement ("EULA") is a legal agreement between Format WII[ be Saved n p7S
Client and Secure Soft governing the use of the software (SOFTWARE)

arcamnanvina thizs FILILA includina ame and all aszaciatad madia nrintad 7 format With Authentication
(1 Do Mot Agree @ | Agree
provided from Digital
X Signature of Signing Officer

Once you have installed the SW it will be saved in DESKTOP
STEP 2 — OPEN DESKTOP SHORTCUT TO OPEN SW

S¥CCY R 1 g diche I 3 AT Tlel

STEP 3 . 3Y §9 WIUCIIR & §RT U IR H U THOI 3JA] I+ SHGI ¥ WRT T3l Hhiesk fSfred
AT B Ahd & 3T Bl 99 Ugol A&l A B W a7 S A8 SHS BT WA G
BRTIRATT I JAYAT S—ClbT ¥l IR fSfoTea S AT 817 |

1 SELECT SINGLE OR FOLDER OF IMAGE 39 &I S8l &1 &I Tiall gl
2 SELECT DESTINATION OF IMAGE SIGNED 3119 f3fSieel &8l &t & dlg 38 &gl TGl a1gdt & I
3 SELECT THE DIGITAL SIGNING OFFICER TO APPLY 3ifRIsRY & f3fSieer mge gfaw
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Digital Certificates =5

Select the digital certficate used for digital signature

File  Tools Help © Windows Certificate Store
Certficates Availzble on Microsoft Store

!\gfta’sign: [ Select the Digital Certficate... l [Cneaie Catficate... l fatficictie [C] show epred ceficates

@ Asngle document () Afolder with documents Digital certficate is not set. In orderto add a signature on [asaH ] [ show|
= <M certficate selected:
o the PDF documents, select a digital cetficate e
Ozair Yusuf Zai
D yeshwendra
NIRAJ SINGH CHOUHAN
DIPENDRA VISHWAKARMA
= = a c il o G KIRAN SHARMA
Digtal signature fils fomt: Digital signature hash algorthm: | SHAT v SHAPAD KUMAR SOH
. VIKRAM SINGH GREWAL
Destination: PRANESH KUMAR DUBEY
Ani Sink
B [ Time stamp document PO VAD Ay

Santosh Singh Thakur
“ SUNIL SINGH VERMA
lssuedto: A K SINGH, lssued by: SafeScrypt sub-CAfor RA 2014, Valid
Restore Defauis | Aool Dgta Sigrenre | [ Ent | unl 3/15/2017, Cetifiata Senics Povier icrosok Entanced

Cryptographic Provider v1.0

P75 Signer Version: 71 [ ceate New Cenicate.. | [ ok [ coad | |l

4

ONCE YOU HAVE SELECTED SIGNATURE YOU CAN SEE THE DETAILS AS IN POINT NO 4 31 8 3 ffoieer #1set Iofel @
ISR & 8ol & SATRNT 4w} ITAR @l
5. APPLY THE SIGNATURE AS IN POINT 5 37 §&T&R oeTsT

jr— S— — Lemire e sserounn Irans

- — —
~ P7S Signer - Registered toc DFC IT - M.P. Forest Departmen) El_léj
— —

A

File Tools Help %

Digitalty sign: % [ Select the Digital Certificate... ] [Create Cerificate... ]
@ Asingle docum () Afolder with documents Cument certificate was issued to: SUNIL SINGH VERMA,

Valid until: 9/13/2018, Location: Microsoft Store.

Source:
C] ChUzers  MHO " Desktop®.New folder\newmplogo jpg

Digital signature file format: | P75 hi %gﬂal signature hash algorthm: | SHAT -

Destination:
C] C:\Users'NHO"Desktop' New folder\newmplogo jpa p7s Time stamp document [ Time Stamping Settings... ]
Restore Defaults % % [ Apply Digital Signature ] [ it ]

Selected document: newmplogo.jpg Version: 7.1
L y

AFTER FEW SECOND THE FILE WILL BE SIGNED AND WILL BE SAVED IN DESIRED LOCATION AS HERE BELOW

Iy f$RTee RITeR S &) Thlcls &xd & oS I9Y 915 MY &I 3899 fSficaas 8 SR

Information I.é]

[ =1
[ | The file was digitally signed succesfully. -
newmplogo newmplogo.jpg

MY fSRTcaTarsT 1 SHY BT 0T BN Fdhd & dAT 3T I9 SHY Bl 3NTT PR B fSoIcads swer
HR ATl BT A G Fhd © JAT I df 97 ey & e § 99 &) 9ad ©

YOU CAN CLICK SIGNATURE DETAILS BY DOUBLE CLICK THE FILE AND THEN SAVE THE UNSIGNED FILE AS YOU MAY NEED
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4 T T
Certificate |

Source file

General |Details | Certification Path [[] C:\Users\NHOINDeskiop'New folder'newmplogo jpg.p7s F
Details sbout signed file
§ Ccertificate Information Signatures: [A K SINGH '] b
amlssuer name SafeScrypt sub-CA for RA 2014 b
This certificate is intended for the following purpose(s): & Subject name AKSINGH
r
* All appiication policies (| | & Signature time from timestamp) 11/28/2016 10:51:07 PM B
' @'ﬂme Stamp Server Secure Soft TSA }3
- Signature algorthm shal
| L > Signed document name newmplogo jpg
& Signature cerificate status Certificate is valid
& Digital signature integrity Digital signature integrity is OK E
Tssued tor A KSINGH [ Signature Certiicate | [ Time Stamp Information |

Issued by: SafeScrypt sub-CA for RA 2014

valid from 5/ 15/ 2016 to 9/ 15 2017 [ODEH Unsigned Filz ] [ Save Unsigned File ]

Selected file: newmploge.jpg.pls

TTT AT

Install Certificate... Issuer 5

Learn more about tertificates

PUBLIC KEY CRYPTOGRAPHY STANDARDS PKCS

IMAGE SIGNING FORMAT IS P7S P7M WHICH YOU MAY SELECT CUSTOM CONFIGURATION IN SOME CASES, YOU WILL NEED A
DIFFERENT SIGNATURE CONFIGURATION (E.G. DIFFERENT SIGNATURE APPEARANCE AND DIGITAL CERTIFICATES) FOR DIFFERENT FILES/FOLDERS.

To save a specific configuration, go to File — Save Configuration As and save the configuration on a file. Later, you can use that file in

batch mode to apply different signature configuration on your signed file. 39 ®TSel > 8 HhiR & el ARETH FeaTfe e F: &
@ §Hhd &

(R I 1 B T L e K
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4 DIGITAL SIGNING OF PDF DOCUMENTS -PDF SIGNER SOFTWARE
@ § T ABAT ATFCAIT

@t 3t UF W WIHCAW AT Y ALAWSY GREC AT F a7 @ Wowes § F 30 9= A Iryar sEgHe
St & dt & U5 erfe # § 39 W B ReaR o gwad & & & tF wrfe @9 & SROr 3T9er Reaw
TSI 3T § TUT TS NG o @Y gFar §

—This is registered to MP Forest and can be obtained from Forest Website by Contacting IT Department APCCFIT

¢ Portable Document Format (PDF)Is best and suitable format to Sign Files Digitally as the Signature Details is Visible in the
Documents and it can be validated also .

ghg wl f &t O & geea & al*

STORED IMAGES MAPS DOCUMENTS LETTER CAN BE CONVERTED INTO PDF EASILY Gt ﬁq? & ﬁ' aca

Use GOOGLE CHROME ----Open Google Chrome DRAG n DROP Image into chrome - Click CTRL + P ( File=> Print) . 3719 J[aTe
FH A AT AT A F 30 N DN TE F AT W THA ¥ |

In Print Option Choose Save AS PDF and the file is stored as PDF ®isei> fic> da

USE FREE PDF CONVERT SOFTWARE LIKE do pdf ,icecreampdf ,pdf maker etc 3[aTet H T W 3BAAE I

Use Free Online PDF Converting Website Like https://iwww.freepdfconvert.com/ https://online2pdf.com https://www.wordtopdf.com
convertonlinefree.com etc etc 3Tz 8 3T I Feac H Tohd ¢ |

RECEIVE CONVERTED FILE IN YOUR EMAIL - Alternatively, you can forward the original email message
to pdfconvert@pdfconvert.me and the service will send a PDF version of the message back to you in a second or two. 39 #Ter

e & T § AR qta e ot S U wIse STed gl

If there are any Word, Excel or Powerpoint attachments inside the mail, you can forward the files
to attachconvert@pdfconvert.me and they’ll come back to you in PDF format. 319 Word, Excel or Powerpoint attachments

Y A X TFd ¢ IR qid g O B T wrw wa g
AleH o 8 TIH >
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g QT &1 ff & T dEeaT

Install the Software PDF Signer = Agree = Install & Shortcut is created @DT #T¥FedaR
TSI FY 3THCT W ATEHE g AT 38 @t

Select PDF Single Document or Folder Origin and Destination Both 319 4t & T wiger
YAl 3T BlesT I AT 3/ FT @ ¢ & T ot a7 W

Select Reason and Place of Signing if needed 39 f&¥ FROT § SEIAT AIZT FT He o
iy & ar oW aur |EeT FA FT FTU ot &

1 Select Digital Signature to sign the Documents 39 HAHRT FT FEAET T
3T FAHE F @ F a@m §
3 You Can configure signature appearance by Checking into Visible Sign Box and

include adobe Right Tick and Question mark Status for validation also 39 3qe
AR & 3T AHHI HA & THd § 39 TFaeT H AN 50 IH6R T ¢

I TPOF Signer - Regi
Fil Tool Hel
e eeE TR “SELECT PDF
IMAGE OR SELECT
Digially sign: FOLDER DESTINATION | Select the Digital Cetficate... | | Create Cerficate... |
(©) Asingle PDF document __(Queefider with PDF documests Digital certificate is not set. In orderto add a signature on
P / the PDF documents, select a digital certificate.

[[..] Ci\Users\NHONDesktop\DNJHAWHFD

Digital signature hash algorthm: | SHA1 -

[ Certify PDF document

|| Password to open egadffited documents:

Destination;

[[..] Ci\Users\NHONDesktop\DNJHA

Signing reason: tender

Signing location: ~ BHOPAL

EA & @

Restore Defaults
THRUT T

No changes allowed

Visible signature box [ Signature Appearance... ]

[ Time stamp document

[ Encrypt document

“ | Apply Digial Signature | | Ext |

Mumber of PDF documents: 4

Version: 8.6
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-------- ToLL FRee 180030002448

Page 19



DIGITAL SIGNATURE OPTIONS =Rk APPEARANCE W @& &a & 34« gl

DIGITAL SIGNATURE RECTANGLE

If the checkbox Visible signature box is checked, a signature rectangle will be inserted on the PDF document. The appearance of the digital
signature can be customized from the Signature Appearance section. 39 Visible signature box W f&& & & ar 3T & BIaaR & 314
I TUch AT &ed STV

» — —— —
Configure Signature Appearance &J
Signature Page: Include Adobe signature status images (e.g. question mark, green tick)
Position Fonts Configure Signature Box
[Bcrrlom Left Y] Fort size: |13 [= Right to Left text Name from digital certificate  [] Entire certificate subject
Large signature box Reason Location
Standard fortts: | Helvetica '] o [adMM HH:
[[] Custom position E Signing Date  Date format: MM yyyy HH:mm -
[ Use a custom font [T Labels [T Custom text
Rajeev Kumar
[ Place an image on the signature box Gt
Budhhist Univ !
@ Signing Date:
Restore Defavifs [ ok ][ cancel |

1 ®iE HISST AT SR 3TH SHEC 39 Yol Hehel & The default text direction s left to right. To change the text direction to right to left

(e.g. for Hebrew language) checkbox Right to Left text must be checked.The default font file for the digital signature rectangle is Helvetica. It
is possible that this font to not include all necessary UNICODE characters like &, &, &. On this case you will need to use an external font.

The font size is calculated based on the signature rectangle size in order to fit on the signature rectangle (it ngt have a fixed size). If you want
to use a specific font size, it can be secified on the Font size section.

Observation: If the custom position will be used, the corner (0,0) is on the bottom $e<e[3 TSler
3oIE WIe R fod i Qeetex 7ar § 37T arg o A4 T oA Fhdl & |

AT left of the page. ST f3WTee

5 31T 3 R 3 AfE &1 Mg TG F & A T Ry AR gorls TEA AE o GHS B

—_—

—Ceafigure Signature Appearance
—
Signature Page: | First Page :}\;L lnclgde Adobe signature status images fe.g. question mark
Position Fonts
[Top Right '] [] Fontsize: |10 |2 [] Rig)t to Left text
[7] Large signature box
= ard font Helvetica
[] Custom position

[¥] Use a custom font

[:] C:\signFont ttf
[¥] Place an image on the signature box

[:] C:\signature jpg

@ Image and text ) Image as background @) Image with no text

[ Restore Defauits ]

=
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3 The default digital signature text contains information extracted from the signing certificate, signing date, signing reason and signing

location but t digital signature text can be easily customized. TR & 39T AH fEaAlh HROT T 4 4 31 § A9 AR A

I &le]

Configure Signature Box

[¥] Name from digital certificate || Entire cerificate

V] Reason (V] Location

[¥] Signing Date  Date format: dd.MM yyyy HH; v

(V] Labels (V] Custom t

Labels Custony Text

Signed By:  Signed By: A cusfom text will be inserted on
the signature

Location: Location:

Reason: Reason:

Signing Date: Signing Date:

LABELS @ar CUSTOM TEXT & & a&h 3T el & Hahd &
Set the Digital Signature Graphic /&F7sav & & # 3AT 7R S &7l T H9eA 7y FI SHT FIFT 1 & &I T &

The digital signature rectangle can contains text, graphic or text with graphic. To add an image on the digital signature rectangle, you can do
that from Place an image on the signature box section.

Flace an image an the signature box

.. | Chsignature jpg

@ Image and text (71 Image as background () Image with no test

These types of signatures are shown below: 38 TRg ¥ SHdT sTolk 3Tl

.Signed - %} . &Q .
ENT - L P \ 4
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Signed by, Reason, Location and Date properties in Adobe

@ Signature is VALID, signed by Test Certificate <test@test.com>.

Summary [ Document] Signer I Date/Time [ Legal ‘
Signed by: |Test Certificate <test@test.com> [ T ]
. T,
Reason: ,l approve this document 20110020 13
Europe branch
Date: |2011/06/20 13:00:00 +03'00' Location: |Europe branch | 15 8 oo version

USING SHA256, SHA512 HASH ALGORITHMS

The default hash algorithm used by the library is SHA1 but in some cases, SHA256/384/512 must be used for the digital signature and the
Time Stamp Request.

Attention: SHA-256 and SHA-512 hash algorithms are not supported by Windows XP. Note that some smart cards and USB tokens not
support SHA-256 and SHA-512 hash algorithms.
Set the hash algorithm

Select the Digital Certfficate... Create Certficate...

Current certificate was issued to: Secure Soft S.R.L., Valid
until: 5/28/2016, Certificate Service Provider: Microsoft
Enhanced Cryptographic Provider v1.0, Location:
Microsoft Store.

Digttal signature hash algorithm: | SHA1 v
[] Certify PDF document

No changes allowed
Visible signature box Signature Appearance...
Time stamp document | Time Stamping Settings...
(] Encrypt document

Apply Digtal Signature Ext
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BYPASSING THE SMART CARD PIN Faié #75° T R a1 917 #va #) Rfr 319 | elea 1 qrwas arFead & sier ad & at saw
N HT9% rgag Jg1 STear ghar &

In case the digital signature must be made without user intervention and the certificate is stored on a smart card or USB token, the PIN
dialog might be automatically bypassed for some models.

PIN dialog can be bypassed

Enter the Token Password.
Token Name: My Token
Token Password: seaneee l

Current Language: EN

In order to bypass the PIN dialog window, the Smart Card PIN checkbox must be checked and the right PIN to be
entered.DigitalCertificate.SmartCardPin propery must be set. This option bypass the PIN dialog and the file is automatically signed without
any user intervention.

Bypassing the Smart Card PIN

Select the digital certificate used for digital signature

(®) Windows Certificate Store
Cerificates Available on Microsoft Store

Cedificate Store: Cument User v [ | Show expired cerfficates

it v Show

Smart Card PIN: [oooooool l

Attention: This feature will NOT work for all available smart card/USB tokens because of the drivers or other security measures. Use this
property carefully.
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6. ATTACHING DIGITAL SIGNATURE IN EMAIL BY USING OUTLOOKY USING OUTLOOK TO SEND DIGITALLY SIGNED

EMAIL

Digitally sign a single message

In the message, on the Options tab, in the Permission group, click Sign Message.

o krwbhbpE

~

If you don't see the Sign Message button, do the following:

In the message, click Options.

In the More Options group, click the dialog box launcher = in the lower-right corner.

Click Security Settings, and then select the Add digital signature to this message check box.

Click OK, and then click Close.

If you don't see the Sign Message button, you might not have a digital ID configured to digitally sign messages, and you need
to do the following to install a digital signature.

On the File menu, click Options > Trust Center.

¢ Under Microsoft Outlook Trust Center, click Trust Center Settings > Email Security

e  Click Import/Export to import a digital ID from a file on your computer, or click Get digital IDs to find a list of services that issue
digital IDs for your use.

Compose your message, and then send it.

DIGITALLY SIGN ALL MESSAGES

On the File tab, click Options >Trust Center.

Under Microsoft Outlook Trust Center, click Trust Center Settings.

On the Email Security tab, under Encrypted Mail, select the Add digital signature to outgoing messages check box.

If available, you can select one of the following options:

If you want recipients who don't have S/IMIME security to be able to read the message, select the Send clear text signed message
when sending signed messages check box. By default, this check box is selected.

To verify that your digitally signed message was received unaltered by the intended recipients, select the Request S/IMIME receipt
for all SIMIME signed messages check box. You can request notification telling you who opened the message and when it was
opened, When you send a message that uses an S/IMIME return receipt request, this verification information is returned as a
message sent to your Inbox.

To change additional settings, such as choosing between multiple certificates to use, click Settings.

Click OK on each open dialog box.

Ay T ¥ T D
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SOURCES AND REFRENCES

CCA website: http://cca.gov.in

NIC- CA website: http://nicca.nic.in

Interoperability Guidelines for Digital Signature Certificates:
http://cca.gov.in/rw/pages/index.en.do

IT ACT 2000 http://www.mit.gov.in/content/information-technology-act

Wikipedia http://www.wikipedia.org

Nemmadi http://nemmadi.karnataka.gov.in/

T -GOOGLE

COMPILATIONS / &/H T g3 —

e SUNIL SINGH VERMA ( TECHNICAL INCHARGE BCSPL) BE.CS
e SUPPORTING STAFF — AMLESH SINGH ( TECHNICAL ASSISTANT )BE.EC

e DEEPENDRA -BCOM KAJOL (BCOM PGDCA) &Tafsi! #TeRI / aTeTsll FFgaree Hiarer
o GWALIOR - @#¥ JABALPUR - gReft g , 3eiv - 97 &yor

TOLL FREE NUMBER FOR DIGITAL SIGNATURE HELP FOR FOREST DEPARTMENT

TOLL FREE 180030002448

LANDLINE 0755-4292405 | MOBILE - 9407532405 9407532411

EMAIL - dsc@digitalsignature.net.in | Website www.digitalsignature.net.in/forestit

CORRESPONDENCE - BALAJI SOLUTIONS(BCSPL) 116 SUNNY PLACE MP NAGAR
ZONE 1 OPP DB MALL NEAR HOTEL SURENDRA VILAS BHOPAL MP PIN 462011

*******Thank you Very Much Kkkkkkkkkk
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emudhra

FOR GOVERNMENT ORGANIZATION Trust Delivered

APPLICATION FORM - SIGNATURE / ENCRYPTION CERTIFICATE {e

ApplicationiD:(8) | | | | [ [ [ | [ & [ [ [ [ [ ][]

PLEASE FILL IN BLOCK LETTERS ONLY. ALL FIELDS ARE MANDATORY
More Instructions available at: http://www.e-mudhra.com/instruction.html

APPLICANT INFORMATION

(For Office Use Only)

Affix recent passport
HEEEREEEEEEEEREENEEREEEEEEEERENNEEREEDE ey

the applicant duly
Date of Birth| )| 1] 1| 1] V| | V| V| Gender [Male [JFemale Nationality | | | | | | | | | | | | signed across
organisation || | | | L LTI T ]]
Name L]
Department | | | | | | [ [ | || ||| |] (LT

OrgAddress‘ ‘ ‘ ‘ ‘ ‘ ‘

LT [ evass:
INEEEEEENEEN
HEEEEEEEEEN

PP PP ] | Dcksst Clcmssz - [ctasss
HEEEEEEEEEEEEEEEEEEEN

- TYPE:
2 .3 L S A PO
sae [ [ [ [ [ [TTTTITITTTTITT]

PANofAppicant | [ [ | | | | | [ [ | mobile | | | | [ [ [ | | [ ||VAHPTY:

L1y 2y
Emaito | | [ | [ [

DOCUMENT PROOF (attested by Authorized Signatory of the Organization)
Document required:

@ Copy of Applicant's Goverment ID Card / Letter from Organization / Pay Slip

@ Authorized Signatory Organisational ID Card / Self-Attested Letter of Organizational Identity
l:| Copy of PAN Card of Applicant, if PAN provided

DECLARATION BY APPLICANT

AUTHORIZATION
| hereby agree that | have read and understood the provisions of e-Mudhra Certification Practice Statement (CPS) | | hereby authorize this application on behalf of the
and the subscriber agreement and will abide by the same.  The information provided in this form is true & correct to | organization.| hereby confirm the mobile number of
the best of my knowledge. | accept publishing my certificate information in e-Mudhra repository. | am aware of risks ] . )
associated in case of Class 1 Certificate,when storing the private key on a device other than a FIPS 140-1/2 validated Applicant given above. In case of class 3, | confirm
cryptographic module. the Physical Verification of Applicant.

Date

Signature of the applicant ) . )
Place (As in ID proof | Blue Ink Only) Authorized Signatory (Sign and Seal)

TO BE FILLED BY RA OFFICE ONLY

| declare that the applicant has provided correct information in this application form. | have checked and verified the application form and supporting documents. | hereby
take full responsibility for any wrong verification made, or wrong documents submitted for the application.

Date RA Name, Code & Seal Signature of RA
eMudhra Limited, 3rd Floor, Sai Arcade, 56, Outer Ring Road, Deverabeesanahalli, Opp Intel, Bangalore 560 103.
Karnataka. Phone : +91 80 6740 1400 Fax : +91 80 4227 5306. Email : info@e-Mudhra.com Website: www.e-Mudhra.com.
Page 1 of 1

Version 2.9



cessz | | v | siging | Aver | |
T classa | | WithorgName | Encryption | 2veers] |

Neme | | [ LT T L LT DL T LTI
(T T rrrrrrr T

|
|
oesgraton: [ [ [ T T T T T TTTTTTTTTTTTLT
Date of Birth*: [ H H H H_ H H_H__J Gender ™: DMaIe D Female

Class of |

* Self Attested Photo

55 {Residential adcress ir case of Individual or Organizafion address in case of DSC with ORG )

bl NN EEEEEEEEEN
(Mandatary in case of ORG NSC) o s

|

I I I O
Usnetuliioi Sunet NN N
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weoowa CTPTTOTTTCETTTOEE e
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Country* : ’_H_‘ PIN Code* ‘

Telephone Number* (with sTD Gode): [ | [ [ [ | | H
Mobile Number® : H_ H H_ H H_ __ H H H H H ‘

Email id* : ‘

Section 2: |dentity Proof Details

i Photo ldentity Proof * Address Proof *
| Identity Proof Name ‘ ‘ Address Proof Name
{ Eq: Pan Card, DL, Passport, ...)

{ Eg: Fassport, DL, Latest
‘ Identity Proof Number Talephone Eill, ...

Note™: Stbscriber's signeture should appear on the Photo ID Proof.

Section 3: Declaration

| hereby declare that all the information provided in this Subscription form for the purpose of obtaining a digital certificate is true and correct to the best
of my knowledge. | am aware, as a subscriber for the digital signature certificate, the duties and responsibilities which are applicable under the SafeScrypt
CA CPS (https://www.safescrypt.com/pdficps.pdf) and also under the Section 71 of IT Act which stipulates that if anyone makes a misrepresentation or
suppresses any material fact from the CCA or CA for obtaining any DSC such person shall be punishable with imprisonment up to 2 years or with fine up
to one lakh rupees or with both.

Signature of the Subscriber*

Datess [ o o [v]w][¥ [ v]v]¥] Pl | |
Note*: Subscribe has to sigr before the Authorised LRA/Partner for Class 3 DSC.
Section 4: Authorisation {only for ORG DSC)

I, acknowledge by my signature, that the Subscriber information in this document

is complele and accurale es per our office records. | lully understand thal the Subscriber is responsibie lo bansact or Lhe Organisation's behall and | will
enzure timely revocation of Digital Signature Certificate in case the employee leaves the company in future.

Signature & Crganisation seal®

For office use only

Attestation By Sify Authorised LRA/Partner* {For Class32DEC Only)

| hereby declare that the subscriber hae personally appeared before me and submitted the Partner Name:
original document copies.

Sify RA:
Signature and Seal *| |
Date *[c [ o] [ [ ] [+ ][] ] Name= | | | Pateoriesuance:

Notz™ Safescrypt at its discretion, will maks a telephone call to verify the detals of the Subscriber.

srypt CA Services brought 10 you by:

%Technclog_ms Limited,2nd Floor, Tidel Park, #4 Rajiv Gandhi Salai, Taramani, Chennal -600 113. E-Mail: enquiries@saf escrypt.com
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